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Introduction to Federated 
Machine Learning
 



We are early in a shift from a predominantly 
centralized cloud to a distributed cloud. 

This development is driven by the fact that data 
is increasingly generated at the computational 
edge. 

There are cost, security and privacy challenges 
in moving that data to the central cloud.

The shift from central cloud to edge

Macrotrend



Barriers to pooling data

“Don’t want to share” “Cannot share”

Isolated data 

● Private data 
● Proprietary data
● Business sensitive
● Cybersecurity 

Practical blockers 

● Siloed data centers
● High frequency data 

○ edge, IoT
● Large datasets 
● Networks latency

“Not allowed to share”

Regulated data 

● Data privacy protection
● Data transfer law
● Health data 



Edge computing 

By NoMore201 - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=82034067 

- How to manage the infrastructure? 
- How to secure a decentralized in 

infrastructure? 
- How to program and operate applications 

across the layers?
- … 
- …
- …
- How to develop and manage ML models? 

https://commons.wikimedia.org/w/index.php?curid=82034067
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Federated machine learning



Federated Averaging

McMahan et al. 
https://arxiv.org/abs/1602.05629 

1. Out of K clients, pick a fraction C to do 
a global model update.

2. Perform E epochs of SGD on local 
minibatch of size B.  

3. Average locally updated weights. 

https://arxiv.org/abs/1602.05629


The promise of federated learning

Secure and Private AISolution

A federated model that (a) performs on par with or beer than the best possible model trained 
pooled data, and (b) outperforms the best model aainable by clients in isolation.

Acute Myeloid Leukemia cell  type and stage classification, Scaleout study. 



Fleet Intelligence
Scania CV

Scania develops federated learning to 
leverage more data on-vehicle, looking to 
overcome communication bandwidth and 
regulatory limits. 

Use-cases include: 
- Predictive maintenance (sensor data)
- Intrusion Detection Systems IDS  

CAN and Ethernet) 



Industry robots
 Mycronic

Mycronic develops federated learning to 
enhance the AI model training on 
Pick-and-Place machines without the need 
for centralizing sensitive data.



Key challenge 1: statistical heterogeneity

Cifar10, Scaleout study. 

Unbalanced data distributions / statistical heterogeneity 

If data is highly non IID  across clients accuracy and 
convergence can be affected. 

Leverage a small amount of shared data and data 
augmentation (see e.g. https://arxiv.org/pdf/1806.00582.pdf) 

https://arxiv.org/pdf/1806.00582.pdf


“Model Fairness” 

https://arxiv.org/pdf/2301.09357.pdf 

https://arxiv.org/pdf/2301.09357.pdf


Federated Learning  !=  Distributed ML

http://scaleoutsystems.com/


Scaling federated learning 
 



Key challenge 3: scalability 
A central server orchestrates training and model aggregation for N clients, where N can be a large number. 

A client-server problem. Challenges 
include: 

- Network bottlenecks
- Large models become bottlenecks 
- Aggregator can become bottleneck

Clients

Aggregation 
server



Challenges related to federated learning

Cross-silo case

● Reliable model sharing
● Aggregations of large local models

Cross-device case 

● Reliable communication 
● Model aggregation based on millions of 

devices  

The base architecture is not designed to 
handle real-world use cases

Client

Model

Local Model

Private Data

Client
Local Model

Private Data

Client
Local Model

Private Data

Client
Local Model

Private Data



Client 1
Local Models

Private Data

Client 2
Local Models

Private Data

Client N
Local Models

Private Data

Controller
Model 
Checkpointing

Combiner

Tier 1 - Geographically distributed clients 

Tier 2 - Model aggregation

● Combiner - responsible of load balancing 
and partial model aggregation

● Reducer - responsible for combiner 
connections and global model generation 

Tier 3 - Control management

● Monitoring
● Service discovery
● Model checkpointing 

Base Services

Database

MonitorMonitor

Discovery 
Service

Combiner

Reducer

Combiner

Tier
3

Tier
2

Tier
1

Addressing scalability 
FEDn: The open core



Cross-silo benchmark in AWS

Sentiment Analysis (IMDB): 
https://github.com/scaleoutsystems/FEDn-client-imdb-keras 

40 clients spread over 4 regions in EC2, each updating 1 GB TF models. 4 
Combiners -> data flow in network ~ 450MB/s during communication stage (comms 
over internet) 

https://github.com/scaleoutsystems/FEDn-client-imdb-keras


Resource constrained clients and combiners (IoT scenario)

Human Daily Activity Recognition (cross-device, small model): 
https://github.com/scaleoutsystems/FEDn-client-casa-keras 

A single “cheap” combiner handles 1000+ clients with small models updates (~70kb). 
Resilience increases with more combiners.  

https://github.com/scaleoutsystems/FEDn-client-casa-keras


Scalable federated machine learning with FEDn 
https://arxiv.org/abs/2103.00148 

https://arxiv.org/abs/2103.00148


Toward efficient resource utilization at edge nodes in federated learning

hps://arxiv.org/abs/2309.10367 

Prog Artif Intell 13, 101–117 (2024). 
https://doi.org/10.1007/s13748-024-0032
2-3

https://arxiv.org/abs/2309.10367


Federated learning
Bring the ML to the data instead of data to the ML

● Model size - 10MB

● Data distribution  
○ Client 1   100GB
○ Client 2  50GB
○ Client 3  50GB

● Total data size - 200GB

● Round 1 
○ Step 1  10MB  3 = 30MB   
○ Step 2  No communication needed
○ Step 3  3  10MB = 30MB
○ Step 4  No communication needed

○ Total data transfer, 60MB

Communication overhead

100 Rounds will require -  60MB  100 = 6000MB  6GB  
3% of the total data 200GB



Adversarial attacks and  FedML

● Data Poisoning
- manipulating the training data

● Model Poisoning
- manipulating the local model

Examples:
● Label flipping attacks
● Gradient attacks
● Backdoor Attacks
● …



Overestimated Challenge in Federated Settings

Many studies have made unrealistic assumptions regarding the prevalence of 
compromised clients. Even 20% of compromised clients within a federation is 
highly unlikely in production grade FL environments.

V. Shejwalkar, A. Houmansadr, P. Kairouz, and D. Ramage, Back to the drawing board: A critical evaluation of poisoning attacks on production federated learning



Label flipping attack

A Label Flipping Attack is a type of data poisoning attack where the training data 
in one or many clients is manipulated.

Malicious clients:  10% and 20% clients 

Use case: MNIST Handwritten digit dataset  

Data distribution settings: Balanced + IID



Backdoor attack
A backdoor attack in machine learning involves maliciously inserting subtle patterns 
during training to manipulate a model's behavior, causing it to make incorrect 
predictions when triggered by specific inputs during deployment.



Backdoor attack 

Malicious clients:  20% clients 

Use Case: MNIST Handwritten digit dataset  

Data distribution settings: Balanced  + IID


