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/ Context and motivation: DISPEED project
/ Contribution: IDS-DEEP
/ Experimental case study: Experiments

/ Conclusion and perspectives
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7 DISPEED project .
Y

Context @

DEFENSE

/ Swarms of drones advent

/ Swarms of drones are gain more autonomy and efficiency during their mission [1].
/ Security threats and low energy can disrupt mission progression.

/ (Network) Intrusion Detection Systems (IDS)
/ Software or hardware system that identifies suspicious actions on network traffic [2].
/ Modern IDS rely on Machine Learning techniques that are resource hungry [3].
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Drone swarm under attack and IDS defense e
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7 DISPEED project .
Overview of encompassing project ) e

/ Goal of the project: Leverage on the heterogeneity (hardware, memory) of the drones
composing a swarm, to deploy Intrusion Detection Systems (IDS)
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Implementation Types
dddddd

Overview of DISPEED project .
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7 DISPEED project B

Characterization results \gﬁ

/ 36 IDS implementations on Raspberry Pi 4 B, Jetson Xavier, and Pynqg-Z2 [4-5]

/ Metrics considered:

/ Ressource metrics: Storage size
/ Quality of Service (QoS) metrics: Accuracy, latency, energy consumption, memory peak usage

/ Conclusion: There is a great diversity of IDS implementations.
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IDS-DEEP -
Research questions T e

1. How to select a diversity of IDS implementations to embed into a single drone, while
respecting a storage size dedicated to it ?

/ Diversity
/ Storage size

2. How to select the best IDS implementation to deploy from this embedded set, depending
on the context ?

/ Adaptability
/ Low time cost
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7 IDS-DEEP .

Static and dynamic constraints \f@

/ Static constraints: Known before the mission

/ Available storage space: Storage space dedicated to IDS implementations
/ Available processing units: Embedded platform present into the drone

/ Dynamic constraints: Evolving during the mission
/ Criticality level: Minimum acceptable accuracy
/ Throughput: Maximum acceptable latency
/ Energy consumption: Maximum acceptable energy consumption
/ Memory peak usage: Maximum acceptable memory peak usage
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7 IDS-DEEP .
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DEFENSE

1. Offline phase: Select the IDS implementations to embed, according to the static

constraints
2. Online phase: Select the best IDS implementation to deploy, according to the dynamic
constraints
| Smtc | | Dynamic |
icnnstraints of the! iconstraints of the!
m_lz-‘:_s_'w! . mission |
Set of implementations Offline Dominance Choice of th Online Choice Best implementation to
(characterization file) re-filterin filterin implementaiions re-filterin of the best M deploy on the drone
P 9 9 to embed J P 9 implementation ploy
n Set of the implementations Set of the Set of the Set of the embedded L IT.EI 3
respecting the static implementations on implementations embed implementations Modeli CPU x
constraints Pareto Front into the drone respecting the constraints
L J L. J
o o
Offline phase Online phase

Overview of IDS-DEEP
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Experiments -
Overview \;y

/ Input: 36 IDS implementations from [5]
/ A priori hypothesis: No static constraints about available platforms

/ Experiments:

/ Preliminary step: Pareto Front Computation
/ Experiment 1: IDS implementations to embed
/ Experiment 2: Online phase evaluation

In /——»[ Experiment 1 J

| ‘(Preliminary Step}‘

) ¥——%[ Experiment 2 J
Set of implementations Set of implementations

(characterization file) on Pareto front

Experimental methodology g / —
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7

Preliminary Step: Pareto Front Computation Qy

Experiments

/ Goal: Evaluate the dominance filtering step (offline phase)
/ Results: 10 IDS implementations are on the Pareto front (~27 %)

Throughput Ener Memo Accurac
Platform Model ( ﬂnwg f::.]; ( p.l%y Peak ( Mr}];} (%) Y
NoFS-RF 23675.64 T74.875 0.033 81.59
Raspberry Pi 4 ES-RF 35714.29 133 0.011 77.28
ES-DNNI1 76263.11 125.375 0.066 70.34
Nvidia Xavier GPU NoFS-RF 201005.03 2462.5 1.500 81.59
NoFS-RF 27932.96 775 0.090 81.59
ES-RF T84313.73 542.125 0.019 77.28
Nvidia Xavier CPU ES-DNNI1 23391R8.13 537.5 0.015 70.34
AE-DNNI 42553.19 1097.875 0.018 74.9
AE-DNN2 4631.50 3037.5 0.021 79.03
Pyng-Z2 FPGA ES-DNNI1 176678.45 10.7875 0.455 65.73

Results of the preliminary step

NAGENCE
INNOVATION
DEFENSE
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7

Experiments
Experiment 1: IDS implementations to embeckjy

/ Goal: Evaluate the step that selects the IDS implementations to embed (offline phase)

/ Evaluated methods:
/ RAND: A greedy random choice method
/ IDS-Off-H: An Heuristic based on Pareto Archive Evolution Strategy (PAES, [7])
/ IDS-Off-MILP: The Mixed Integer Linear Programming (MILP) formulation

4
3.5
3
2.5
8 2
15
1
0.5
0
sguggggaaggg
Iég?cl)l?fl—)ll-le e Proportlons B o)
IDS-Off-MILP =
Comparison between methods according to Inverted Generational Distance (IGD, [8]) / ?;\p ——————
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Experiments -
Experiment 2: Online phase evaluation \f:y

DEFENSE

/ Goal: Evaluate the online phase, with a set of 907400 combinations of dynamic constraints

/ Evaluated methods:
/ IDS-On-RC: A Random Choice method
/ IDS-On-MX: A MaXimization method of Manhattan distance (L;-norm)
/ IDS-0On-TP: Technique for Order Preference by Similarity to Ideal Solution (TOPSIS, [9])

Selection methods IDS-On-RC m IDS-On-TP

Latency (s) 4.04e-05 4.12e-05 2.52e-05

Energy (J) 5.87e+01 7.25e+00 1.51e+01
Memory Peak (MB) 1.21e-01 3.57e-02 2.80e-02
Accuracy (%) 7.82e+01 8.15e+01 7.74e+01
Mean execution time (us) 66.93 201.78 1022.00

Comparaison between methods to select the best IDS implementation to deploy 7\4\/ - ,/
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7 Conclusion and perspectives o
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DEFENSE

/ Research questions:

1. How to select a diversity of IDS implementations to embed into a single drone, while respecting a
storage size dedicated to it ?

2. How to select the best IDS implementation to deploy from this embedded set, depending on the
context ?

/ Solution:

1. Offline phase: A phase executed before the mission, to select the IDS implementations to embed,
according to the static constraints

2. Online phase: A phase executed during the mission, to select the best IDS implementation to deploy,
according to the dynamic constraints

/ Results:
1. Offline phase: IDS-Off-MILP performed better than other methods for IGD
2. Online phase: IDS-On-MX make a good comprise between QoS metrics and temporal execution
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Conclusion and perspectives

: f:,:‘ NGENCE
Perspectives T e

1. Consider more QoS metrics, such as per-class accuracies
2. Consider an early-exit IDS implementation to remove the offline phase

3. Study the possibility of distribution of IDS processing among a swarm of drones
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7 Appendix 1: -

Offline phase (1/3): Pre-filtering )

/ Goal: Select the IDS implementations that respect the static constraints, such as the
available processing units

Input: Implementation Characterized (IC), Static Constraints (SC)
Output: Offline Pre-filtered Implementations (OffPI)
OffPI = {}
for implementation in IC do
if implementation respects SC then
add implementation to OffPI

Pseudo code of offline pre-filtering ——————— :
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7 Appendix 1:

Offline phase (2/3): Dominance filtering (1) Qy

DEFENSE

/ Pareto Front: The concept of Pareto front or set of optimal solutions in the space of
objective functions in multi-objective optimization problems (MOOPs) stands for a set of
solutions that are non-dominated to each other but are superior to the rest of solutions in
the search space (ScienceDirect).

® -
IDS implementations
on the Pareto front
IDS implementations
e not on the Pareto front

Energy
consumption

A

» Latency

[llustration of Pareto front
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7 Appendix 1:

Offline phase (2/3): Dominance filtering (2) Qy INNOURTION

/ Goal: Select the IDS implementations that are not dominated

Inputs: Offline Pre-filtered Implementations (OffPI)
Output: Pareto front implementations (PS)
= {}
for implementationl in OffPI do
dominated = False
for implementation2 in OffPI do
if implementationl != implementation2 then
if implementationl is dominated by implementation2
then
dominated = True
if dominated = False then
add implementationl to PS

Pseudo code of offline pre-filtering e
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7 Appendix 1:

Offline phase (3/3): MILP formulation (1) \f@

DEFENSE

/ Goal: Select the IDS implementations to embed that maximize the diversity, while
respecting the storage size dedicated to the IDS implementations

/ IDS-Off-MILP: A Mixed Integer Linear Programming (MILP) formulation to find the
approximate Pareto front (4) that minimize the Inverted Generational Distance (IGD) [6],
while respecting the storage space constraint.
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7 Appendix 1:

Offline phase (3/3): MILP formulation (2) Qy

DEFENSE

/ The Inverted Generational Distance (IGP) [6] maximize the diversity of the IDS implementation to embed.

1
16D =1ps7 2, e i
LEPS

where dl-j: the Euclidian distance between pointi € PS, and j € ACPS.

Energy Energy

consumption O IDS implementation on the consumption O IDS implementation on the
A Pareto front A Pareto front
IDS implementation embed into
@ o the drone
e - Distance
@ Choice of the IDS e

implementations to embed

® . ®\%
®

» Latency » Latency

Illustration of IGD for selecting the IDS implementation to embed
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7 Appendix 1:

Offline phase (3/3): MILP formulation (3) Qy

DEFENSE

/ IDS-Off-MILP formulation:

A = arg min d;:Z;
gmin ) ) dyzy

LEPS jEA

Where A, the approximate Pareto front implementations

/ Decision variables:
/ x;: A decision variable such as x; = 1 if i is selected (i € PS), 0 otherwise
/' zj;: An auxiliary decision variable such as z;; = 1if j € A is the nearest pointto i € PS

/ Constraints:
/ DiepsSixi < C:The storage constraint is respected, with C: the static constraint about storage space
/ Vi €PS, Yjcazij = 1: There is a single point j € A that is nearest from i
/ Yi,jEPS, zjj <xi:(z;j =1) = (x; = 1)
/ Vi,j€PS, x; €{0,1} and z;; € {0,1}: The decision variables are binary
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Appendix 2: — .
Online phase (1/2): Pre-filtering &

/ Goal: Select the IDS implementations that respect the dynamic constraints, such as the
maximum acceptable latency

Inputs: Approximate Pareto front implementations (A), Dynamic Constraints (DC)
Output: Online Pre-filtered Implementations (OnPI)
OnPI = {}
for implementation in PS do
if implementation respects DC then
add implementation to OnPI

Pseudo code of online pre-filtering
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7 Appendix 2 =

Online phase (2/2): IDS-On-MX (1) i) wourmion

DEFENSE

/ Goal: Find the best implementation i* among the set of IDS implementations resulting
from the previous step (OnPi).

/ IDS-On-MX: Choose the implementation that is the farthest from the dynamics constraints

according to the (normalized) Manhattan distance (L; norm)

l—argmaXIA — A+ |E, — E;| +|L, — L;| + M, — M;|
LEONnpi

Where A;, E;, L; and M; are the (normalized) QoS metrics of implementation i, and 4, E., L. and M, the (normalized)
dynamic constraints
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7 Appendix 2

s
Online phase (2/2): IDS-On-MX (2) ) e

DEFENSE

/ IDS-On-MX: Choose the implementation that is the farthest from the dynamics constraints according to
the (normalize) Manhattan distance (L; norm)

i* =arg max |A; — A.| + |E. — E;| + |L, — L;| + |M, — M;]|
LEONnpL

Where A;, E;, L; and M; are the QoS metrics of implementation i

HEENENY%
EEEEZE
EEEZEN

EEZEEN

Manhattan distance (Wikipédia) . e
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7 Appendix 2 —_

Online phase (2/2): IDS-On-TP (1) ) e

/ Goal: Find the best implementation i* among the set of IDS implementations resulting
from the previous step (OnPi).

/ Problem: According to Euclidian distance point Cis the nearest from ideal implementation,
but points A and D are the farthest from anti-ideal implementation. Which one to choose ?

IDS implementations not
respecting dynamic contraints

Selection problem overview ————
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7 Appendix 2 -

Online phase (2/2): IDS-On-TP (2) ) e

DEFENSE

/ IDS-0On-TP using Technique for Order Preference by Similarity to Ideal Solution (TOPSIS,
[7]): Choose the implementation that make the better compromise between an ideal
solution and an anti-ideal solution

. E;
[* = arg max —— =
ieEOnpi Ei + Ei

Where E; : the distance between the implementation i and an anti-ideal solution, and
E;*: the distance between the implementation i and an ideal solution

| Step 1: Establish a performance matrix |

G
Y

| Step 2: Normalize the decision matrix ]

| Step 3: Calculate the weighted normalized decision matrix |

| Step 4: Determine the positive ideal and negative ideal solutions |
|

Y
| Step 5: Calculate the separation measures |

Y

| Step 6: Calculate the relative closeness to the ideal solution |

Step 7: Rank the preference order
| |

TOPSIS overview [9] =

S
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